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https://www.apco2024.org/registration/join-apco-and-save/
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Cybersecurity Committee

9-1-1 Cybersecurity Resource Hub

In March 2024, the Cybersecurity and Infrastructure Security Agency (CISA), in cooperation with
the Next Generation 9-1-1 Working Group of SAFECOM, introduced the Emergency
Communications community to the “911 Cybersecurity Resource Hub”, a comprehensive
cyber-incident reporting and information tool tailored specifically for our nation’s PSAPs and ECCs.

The Resource Hub provides guidance in seven distinct topic areas:

Reporting a Cyber Incident

Real World Use Cases

Planning: Response & Recovery
Cybersecurity Awareness & Training
Protecting Networks from Cyberattacks
Design & Implementation

Risk Assessments

For many 9-1-1 leaders, knowing where to begin when it comes to developing a cybersecurity
response policy or plan is one of the biggest hurdles in the process. CISA’s 9-1-1 Cybersecurity
Resource Hub puts virtually all the tools needed to develop a cyber incident response plan in one
easy to navigate space.

One of the first statements visitors to the site will see is a recommendation by CISA that PSAPs and
“ECCs refer to and follow their cyber incident response plan as soon as they observe signs of
compromise” within their systems. This statement immediately reinforces the need for all 9-1-1
centers to have or begin developing a plan to address nefarious cyber events. The “Reporting” tool
provides information on who at the local, state, and federal level should be contacted in the event
of a cyber-attack.

“Real World Use Cases” lists several actual cyber incident situations along with best practices and
actionable tips to help PSAPs/ECCs prepare for and respond to an incident. “Planning: Response &
Recovery” builds on the information provided in Real World Use Cases, with links to white papers
and other publications detailing what to expect during a cyber incident as well as documents on
initial response and recovery.

As the title indicates, “Cybersecurity Awareness and Training” is a great link for 9-1-1 leaders to
visit if they’re looking for publications with ways to educate team members about the importance
of cyber awareness.

“Protecting Networks from Cyberattacks” and “Design and Implementation” identify resources to

prevent cyberattacks and provide guidance on building internal controls into 9-1-1 and NG9-1-1
systems and architecture, respectively.
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Cybersecurity Committee (continued)

“Risk Assessments” identify known cybersecurity risks and vulnerabilities in 9-1-1 centers
throughout the country.

The 9-1-1 Cybersecurity Resource Hub is a FREE resource to PSAP and ECC leaders and is available
online at:

Submitted by:
D. Jeremy DeMar, MA, CPE, ENP
Cybersecurity Committee Member

Humor Under The Headset
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Teo share YOUR funny story, email us at

pcointl.org

Working for a police department in a college town always makes Halloween very interesting. One
Halloween, we had a call and officers were out investigating and looking for suspects. Given the
time of year, the descriptions got peculiar...

Officer 1: We're looking for a male dressed as a Ninja Turtle.
Officer 2: Which Ninja Turtle?

Officer 1: Um... | don’t know my Ninja Turtles. The orange one?
Officer 2: That’s Michelangelo.

Meanwhile, Dispatch was giggling and waiting to see Michelangelo show up on the Booking Room
cameras. Maybe we should order some pizza?

T


https://www.cisa.gov/911-cybersecurity-resource-hub
http://www.headsethumor@apcointl.org
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Teammates In Action
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TEAMMATES IN ACTION

https: //www.apcointl.org/membership
,/awqrcls—recognition/teammctes—in—

action/



https://www.apcointl.org/membership/awards-recognition/teammates-in-action/
https://www.apcointl.org/membership/awards-recognition/teammates-in-action/
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Teammates In Action (continued)

The Member Chapter Services Committee is pleased to announce our next recipients of the
Teammates in Action Awards.

On November 7™, 2023, Williamson County Department of Emergency Services in Tennessee
received a call for a fire in a wood line. That fire began to grow quickly from being small to peaking
at 150 acres. TC Hake and TC Cummings worked together to dispatch additional needed units,
document responses, and coordinated communication with the scene. This incident lasted over 10
hours, involved 36 fire apparatuses, command vehicles, and support vehicles attached on the
fireside as well as Airl, state forestry, law enforcement, and a plethora of volunteers that came to
the scene to assist. TC Hake and Cummings are being praised for doing a phenomenal job
throughout this incident, representing WC911 with the highest level of professionalism. They
demonstrated quick on-the-fly decision-making, leadership, teamwork, and thorough knowledge of
the job.

Join APCO Member Chapter Services Committee in recognizing TC Hake and TC Cummings as
Teammates in Action!

—, ~ | On February 27, 2024, Telecommunications Operator, Lyz Wood of the Pampa
Police Department in Pampa Texas, was dealing with a several wildfires that
were threatening the city of Pampa and the county.

At the start of the wildfires Telecommunications Operator, Lyz Wood, took
control of the situation by first ensuring that all the involved agencies were
informed about how the wildfires were unfolding. Lyz was in contact with the
EOC and making sure everyone was on the same page. Lyz was also checking in
on her co-workers who were handling 911 calls and radio traffic to ensure they did not need any
further assistance.

Please join us in congratulating Telecommunications Operator, Lyz Wood who went above and
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Teammates In Action (continued)

beyond for her community by presenting her the “Teammates in Action Award.”
Thank you, Telecommunications Operator Lyz Wood, for your calm in a chaotic situation and eye
to detail, and teamwork which ensured the best possible outcome during the wildfires.

On Friday, September 1, 2023 in Scottsdale, Arizona, at approximately
0238 hours, Communications Supervisor Derrik Gregg received a 911 call
that disconnected shortly after he answered.

Derrik was able to see on Rapid Deploy* that the caller was on Hayden
Road near McCormick Parkway. A few seconds later, Rapid Deploy updat-

/ ed the caller's location on Hayden Road, north of the original location. Der-
Nt/ Y 3\ rik entered a CFS for a 911 welfare check for a vehicle possibly traveling
between McCormick Parkway and Via De Ventura on Hayden Road.

Another dispatcher immediately aired the information, and Derrik attempted to contact the
caller. At the same time, Derrik selected "request additional information," a feature request on
Rapid Deploy that signifies that the 911 center feels there is a potential emergency and will send
the requestor any emergency information put into a smartphone by the caller. This returned the
phone owner's name, parent's contact information, and her home address.

On Derrik's second call to the phone, a female answered and immediately stated that she would
call him back. Derrik attempted to get information from her and asked her if she had an
emergency, to which she replied, "Yes," and then announced again that she would call back and
hung up the phone. Using the information on the supplemental information from the caller's
phone, Derrik ran a query to find vehicles registered to a person with the caller's name. At this
time, an officer working with a trainee affected a stop on a vehicle traveling northbound on
Hayden. Derrik quickly relayed the vehicle information he received through his query and
confirmed that the license plate matched the vehicle pulled over.

Officers approached the vehicle and determined that the female passenger of the vehicle needed
medical attention. Investigation revealed that the male driver had run over the female passenger
prior to leaving with her in the vehicle from a bar in Scottsdale. The female had been unable to
speak freely because she was afraid of the driver.

This call came to a successful ending due to the quick actions of Supervisor Derrik Gregg. Derrik

took the call and recognized the possibility that the caller had an emergency but was unable to
verbalize it due to a dangerous situation.
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Teammates In Action (continued)

He utilized Rapid Deploy and noticed movement northbound in the few seconds the caller was on
the line. Rapid Deploy's advanced technology quickly showed the direction of travel and returned
emergency contact information for the caller. This gave him enough information to start the call
for service while he attempted to contact the caller. Derrik then took the initiative to query the
phone owner's vehicles, and was able to identify the car that the caller was in. Officers stopped
the vehicle and saw scrapes on the female's knees, prompting a more thorough investigation in
which it was determined that she had broken fingernails, bloody hands, cuts, and had been run
over by the driver.

| believe it is likely that the actions taken by Scottsdale Communications and Patrol saved this
young woman's life that night.

Thank you, Derrik, for your dedication to your profession and to your callers. Join us in
recognizing Supervisor Gregg as a Teammate in Action.

Commercial Advisory Committee
What Does APCO Mean to You?
The Commercial Advisory Council (CAC) is excited to bring to you the latest in our video series
What Does APCO Mean to You?
Tune in to our CAC members explaining why APCO is so important to them. They also provide

insight into the value of an APCO commercial membership.

Click on the link to hear testimony from Amy Marion:

We also want to recognize and thank Virtual Academy and Kelly Sanders-Kelley for their generosity
in creating and publishing these videos for our APCO Community.

Submitted by: Diva C. Miranda Jones
Senior Sales Engineer at Carbyne

Become a Corporate Partner
‘ Find Out More



https://www.youtube.com/watch?v=8QClfFNFfSM
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Health & Wellness Committee

Spring allergies are most
commonly related to tree

SURVIVING SPRING €D Triggers

H
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b Remedies

* Nasal saline rinses
* Nasal steroid sprays
* Antihistamines (oral or
prescription nasal spray)
people suffer | ¢ Immunotherapy
from (allergy shots)
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Health & Wellness continueq)
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Health & WellneSS continued)

Summer Safety Reminders: Tips for Staying Safe During Outdoor Activities

Summer is just about here so it is important to begin focusing on staying safe during outdoor
activities. As the weather warms up and people spend more time outdoors, it's essential to
remember some key safety tips to ensure a fun and incident-free summer. Whether you're hiking,
swimming, camping, or simply enjoying a barbecue in the backyard, these reminders will help you
and your loved ones stay safe and healthy.

1. Stay Hydrated: With longer days filled with sun and higher temperatures, it's easy to become
dehydrated. Always carry water with you, especially on hot days, and drink regularly to stay
hydrated. Avoid excessive caffeine and alcohol consumption, as they can contribute to
dehydration.

2. Protect Your Skin: Use sunscreen with a high SPF rating to protect your skin from harmful UV
rays. Reapply sunscreen every few hours, especially if you're swimming or sweating. Wearing
hats, sunglasses, and lightweight clothing can also provide additional protection. Avoid the
hours of 10am to 2pm when the sun is at its peak.

3. Be Aware of Heat-Related llinesses: Heatstroke and heat exhaustion are serious risks during
summer. Know the signs, which include dizziness, nausea, rapid heartbeat, and hot, dry skin. If
you or someone else shows these symptoms, move to a cooler place, hydrate, and seek medical
help if needed.

4. Practice Water Safety: Whether you're swimming in a pool, lake, or ocean, always follow water
safety guidelines. Swim in designated areas with lifeguards if possible, and never swim alone.
Keep a close eye on children and inexperienced swimmers, and make sure everyone wears
appropriate flotation devices if needed.

5. Stay Alert in Nature: If you're hiking, camping, or exploring nature trails, be aware of your
surroundings. Watch out for wildlife, stay on marked paths, and be prepared for changes in
weather conditions. Carry a first aid kit, map, and communication device in case of emergencies.

6. Grill Safely: Barbecues are a summer staple, but they can pose fire and burn risks. Place grills on
stable surfaces away from flammable materials, never leave them unattended while in use and

keep a fire extinguisher nearby. Use long-handled utensils to prevent burns.

7. Stay Informed: Check weather forecasts and local regulations before planning outdoor activities.
Be aware of any heat advisories, wildfire warnings, or water quality alerts in your area. Stay

T
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Health & Wellness continueq)

informed to make informed decisions about your safety.

8. Plan for Emergencies: Always have a plan in place for emergencies. Share your itinerary with
someone trustworthy if you're going on a trip, carry essential supplies like water, food, and a
flashlight, and know how to contact emergency services if needed.

By following these summer safety reminders, you can enjoy all the fun and excitement of outdoor
activities while minimizing the risks. Remember, staying safe is key to making lasting summer
memories. Wishing you a safe and enjoyable summer season!

References:
https://www.hopkinsmedicine.org/health/wellness-and-prevention/summer-safety
https://www.usfa.fema.gov/downloads/pdf/publications/summer_safety_flyer.pdf

Submitted by: Priya Robles, CPE RPL ENP
Dispatch Communications Supervisor
City of Freemont Police Department

Upcoming Conferences

See you there!

www.apco2024.org/



https://www.hopkinsmedicine.org/health/wellness-and-prevention/summer-safety
https://www.apco2024.org/registration/join-apco-and-save/
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Upcoming Conferences (continued)

=

LOCATIONS:
e APRIL10-LAWTON .
e MAY 9- EDMOND Topics:
e JUNE 11 - MIAMI OLETS, TERT
e JULY 18 - WOODWARD DV & 911, 988,
e SOUTHEAST REGION -TBD Breaking through
Time: 0900-1500 Lunch Provided the Rainbow

Book your seat now!

WWW.OKAPCO.ORG ™
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Upcoming Conferences (continued)
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Upcoming Conferences (continued)
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Upcoming Conferences (continued)
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. a,-—/.""" 2024 INDIANA 911
/ROFESSIONALS CONFERENCE
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SEPTEMBER
23-26

—> New Location «——

Embassy Suites & Conference Center
Noblesville, Indiana

MORE DETAILS COMING SOON!
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Upcoming Conferences (continued)
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NEW
VENUE

CHOCTAW CASINO
DURANT, OK

OCT 13 -
OCT 16

WWW.OKPSC.ORG
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Upcoming Conferences (continued)
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Save the Date:
October 15- 18, 2024
Spokane, Washington

MORE DETAILS COMING SOON!
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Chapter Member Services Committee Members

STATE
NAME CHAPTER OTHE[I:UCﬁ:gMITTEE EMAIL ADDRESS
LIAISON
Nebraska, Chair, Proofreader &
LaToya Marz, RPL Missouri CL Guide Coordinator
Vice-Chair, Teammates
Celeste Baldino, RPL Illinois In Action (TIA) Coordina-
tor & CL Guide
Amanda Dodd Okl.ahoma, TIA
Ohio
Amy Kosinsky, RPL Florida TIA, CL Guide & - Proof-
reader
Catherine Raley, RPL Michigan LD ek
reader
Northern . .
Charlene Fisk California & CO Toolkit, CL Guide, &

Pennsylvania

Webinars

Charles Venske, Retired

Alabama

Life Member Content &

Proofreader
Christine Marquardt Colorado Webinars & TIA
Crissie Cook Minnesota Proofreader
Daryl George Pacific
Kansas, New
D Li !
ennette Lilly Mexico
Commercial Member
Diva Miranda Jones lowa Highlight Content, &
Proofreader
Dominique Mathis North Dakota
Donna Crochet Tennessee TIA & Polls
Erin Eaton CPRA TIA
Felicia Taylor, RPL West Virginia
Heather Barnes Poll Coordinator
Heather Butler Kentucky TIA
Jared Pelham Saudi Arabia Proofreader
Jarret Winkelman Alaska Proofreader
Jeryl Anderson, RPL, CPE Arkansas CO Toolkit
Jessica Loos, RPL Utah CL Guide

T


mailto:lmarz@tri-com911.org
mailto:cbaldino@albemarle.org
mailto:adodd@wilson911.org
mailto:kosinskya@naperville.il.us
mailto:craley@arapahoegov.com
mailto:cafisk@nortonmaus.com
mailto:charles.venske@outlook.com
mailto:cmarquardt@nlets.org
mailto:ccook@cces911.org
mailto:daryl_r.george@lvhn.org
mailto:lillyld@wfu.edu
mailto:divamirandajones@gmail.com
mailto:dsmathis85@gmail.com
mailto:dcrochet@cpso.com
mailto:eeaton@nwcds.org
mailto:ftaylor@cityofpuntagordafl.com
mailto:heather.barnes@csec.texas.gov
mailto:hbutler@dekalbcounty.org
mailto:pelham_j@hc911.org
mailto:jarret.winkelman@emeres.com
mailto:jbesttraining@yahoo.com
mailto:jloos@lincoln.ne.gov
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Chapter Member Services Committee Members (continued)

STATE OTHER
NAME CHAPTER COMMITTEE EMAIL ADDRESS
LIAISON DUTIES
Karen Anderson Nevada CO Toolkit
Katrisha Harrison Louisiana, Idaho CO Toolkit & Polls
Kenneth Virdin e I, (e Polls
Eastern
Krista Kilmon Montana, Oregon | Webinars
Laramie Scott Wisconsin co TO?IkIt co-
Coordinator
. . Polls, Webinars,
Lashonda Wilson Arizona CL Guide, TIA
Mark Hutchison Georgia TIA
Mary Sue Robey, RPL Washington Newsletter Editor
Michael Newsome, RPL Virginia
Rebecca Taft North Carolina Webinars
Rick Erickson South Dakota TIA & Polls
Robert Hansen Mississippi
Sabrina Morgan South Carolina Proofreader
Samantha Dutch, RPL, Webinar Coordi-
CPE Texas nator & Com-
mittee Content
Tara Vann Wyoming Polls
Thomas Ward Atlantic TIA
. Polls, CL Guide,
Trae Maeder, RPL Caribbean CO Toolkit & TIA
Tim Stencel Group Leader -
Rebecca Hull Staff Liaison _
Susan Stowell Corder Staff Liaison _

T


mailto:kanderson@dcp.virginia.gov
mailto:Kmharrison75@gmail.com
mailto:kenneth.virdin@newcastlede.gov
mailto:kkilmon@co.northampton.va.us
mailto:laramie.scott@madisoncountyky.us
mailto:lashonda.wilson@maryland.gov
mailto:mark.hutchison@nashville.gov
mailto:marysuer@valleycom.org
mailto:michael.newsome@fultoncountyga.gov
mailto:rtaft@dekalbcounty.org
mailto:rerickson@thewoodlandstownship-tx.gov
mailto:bobbyb368@hotmail.com
mailto:breemorgen@hotmail.com
mailto:scameron@scotlandcounty.org
mailto:tcollis@fcva.us
mailto:tward1@frederickcountymd.gov
mailto:trae.maeder@FloridaAPCO.org
mailto:tstencel@NWCDS.org
mailto:hullr@apcointl.org
mailto:stowells@apcointl.org

